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Digital ID

before making a digital signature in Acrobat, you need to know what a digital ID is. according to Adobe, "A
digital ID is like an electronic driver’s license or passport that proves your identity". It is security for your
signature to be valid.

Digital IDs contain two keys: the public key locks, or encrypts data; the private key unlocks, or decrypts that
data.

Adding a Digital ID

1. In Acrobat, click the Edit menu and choose Preferences > Signatures.

2. On the right, click More for Identities & Trusted Certificates.

3. Select Digital IDs on the left, and then click the Add ID button
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This is a hist of the digital IDs that are available for your use on this computer. Digital IDs are
privare and should not be shared. They are used when you create a digital signature or when
you decrypt documents that are encrypted for you using Certificate Security.

Each digital ID has a corresponding public certificate which contains identifying information
about vou and which you can share with others. This certificate 1s used by others to encrypt
documents for vou, or to validate your digital signatures. Select one of the entries above and
click Certificate Details to view information from your certificate. Use Export to share your
certificate with others.

Use Set Default to set or clear which digital ID is used by default when vou sign or encrypt
documents. Use Add ID to add a new digital ID or to find an existing digital ID and add it to this
view. Use Remove ID to permanently remove a digital ID from this list and wherever itis

stored

1. Select the option A New Digital ID I Want To Create Now, and click Next.


https://helpdesk.cad.rit.edu/
https://helpdesk.cad.rit.edu/kb
https://helpdesk.cad.rit.edu/kb/how-to-articles
https://helpdesk.cad.rit.edu/kb/articles/how-to-make-a-digital-signature-in-acrobat
https://helpdesk.cad.rit.edu/kb/how-to-articles

Add Digital ID X

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID is sent to others so that they can verify your signature, Add or create a digital 1D using:

(O My existing digital 1D from:
A file

A roaming digital ID accessed via a server

A device connected to this computer

“ (®):A new digital ID | want to create now: ”
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Specify where to store the digital ID,

Add Digital ID x

Where would you like to stare your self-signed digital ID?

‘ [@New PKCS#12 digital ID file ]

Creates a new password protected digital ID file that uses the standard PKCS#12 format.
This common digital |D file format is supported by most security software applications,
including major web browsers, PKC5#12 files have a .pfx or .p12 file extension.

) Windows Certificate Store

Your digital ID will be stered in the Windows Certificate Store where it will also be available
to other Windows applications, The digital D will be protected by your Windows login.
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of the 2 options to store the Self-Signed ID, select the one shown below, and click Next.

Info for Digital ID

Type all the information required for the digital ID here. When you certify or sign a document, the name appears
in the Signatures panel and in the Signature field.



where it says "key algorithm", there are 2 different ones to choose from. The 2048-bit RSA option offers more
security than 1024-bit RSA, but 1024-bit RSA is more universally compatible. you can choose either depending
on your need.

From the Use Digital ID For menu, choose whether you want to use the digital ID for signatures, data
encryption, or both.

Click Next

Creating a password for the digital File

You will create a password to be used in order to access the Digital ID. In order to do this you need to reference
the file location

Add Digital ID X

Enter a file location and password for your new digital ID file. You will need the password when
you use the digital ID to sign or decrypt documents. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this
file using the Security Settings dialog.

File Mame:
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in the file name section, put where you want the key to be located.

The ID is created. You can export and send your certificate file to contacts who can use it to validate your
signature.

Register a digital ID

1. In Acrobat, click the Edit menu and choose Preferences > Signatures. In Identities & Trusted
Certificates, and click More.

2. Select Digital IDs on the left.
3. Click the Add ID button.

)

4. Choose one of the following options:



A File: Select this option if you obtained a digital ID as an electronic file. Follow the prompts to select
the digital ID file, type your password, and add the digital ID to the list.

A Roaming Digital ID Stored On A Server: Select this option to use a digital ID that’s stored on a
signing server. When prompted, type the server name and URL where the roaming ID is located.

A Device Connected To This Computer: Select this option if you have a security token or hardware
token connected to your computer.

click Next after choosing an option.

Making the signature:

Now you are ready to make your signature in Acrobat
1. Open a PDF document in Acrobat.

2. Click the "Fill & sign" tool in the right pane.
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4. Fill out any forms needed.

5. Sign your form

6. Send your form

Resources:

https://helpx.adobe.com/acrobat/using/digital-ids.html



https://helpx.adobe.com/acrobat/using/digital-ids.html
https://acrobat.adobe.com/us/en/acrobat/how-to/fill-sign-pdf-forms-electronically.html

https://www.youtube.com/watch?v=0dZtHXxbxUQ



https://www.youtube.com/watch?v=odZtHXxbxU0

